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Blockchain in Business & Finance

• Why in Businesses: Blockchain Characteristics
• What’s there in Supply Chain Management
• Why not distributed Database could work out
• How to proceed further…?

• Innovative Application with Blockchain
• How we structure our Applications..?
• Underlying philosophy of Blockchain…
• Innovative approach
• T-Model

• Dispel the myths
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Blockchain….
• Open Distributed Ledger based Technology providing authentication to the transactions in form of Blocks…
• A blockchain is a shared ledger distributed across a business network. Business transactions are permanently
recorded in append-only blocks to the ledger.
• All the consensually confirmed and validated transaction blocks are linked from the genesis block to the most
current block with each block linked to its previous block using the cryptographic hash of the previous block hence the name blockchain.

Blockchain Architecture
• Blockchain architecture gives participants the ability to share a ledger, through peer to peer replication,
which is updated every time a block of transaction(s) is agreed to be committed.
• The technology creates transaction records that are immutable, and enable transparent ledgers where
updates are nearly instantaneous.

Do You need blockchain?
• Only blockchain no cryptocurrency
• While you do not trust each other.
• Types – Public or Permissionless, Private and Permissioned.
• How to Choose?

How to apply for research?
• Do you need blockchain?
• Will only blockchain can solve?
• What type of blockchain fit for your research?
• Who are the players?
• What is the overhead?
• Is the overhead tolerable?
• How will you encourage mining if no reward?

Blockchain Classification
(Karl Wust and Arthur Gervais, 2017)

Blockchain in Businesses
Blockchain was shot to fame in Cryptocurrency environment of Bitcoin: FinTech

Blockchain & FinTech
• Financial technology, often shortened to FinTech, is the technology
and innovation that aims to compete with traditional financial
methods in the delivery of financial services.
• FinTech has provided the platform for innovation and introduction of
new models of financial services delivery…
Fintech companies that use / have themes of
blockchain include Ripple and Coinbase.

• The emergence of Online Payment Gateways has also attributed to
the fast emergence FinTech to meet new demands

A Payment Gateway is a merchant service provided
by an e-commerce application service provider that
authorizes credit card or direct payments processing
for e-businesses, online retailers, bricks and clicks,
or traditional brick and mortar.
The payment gateway may be provided by a bank to its
customers, but can be provided by a specialised financial
service provider as a separate service.
A payment gateway facilitates a payment transaction by the
transfer of information between a payment portal (such as a
website, mobile phone or interactive voice response service)
and the front end processor or acquiring bank.

Concerned with the payment processing the payment gateway performs a variety of tasks to
process the transaction..in 2 to 3 Sec…
A customer places an order on website by
entering their card details
(the customer's web browser encrypts the
information to be sent between the browser and the
merchant's webserver).
The payment gateway may allow transaction data
to be sent directly from the customer's browser to
the gateway, bypassing the merchant's systems.
Merchant then forwards the transaction details to
their payment gateway. This is another (SSL)
encrypted connection to the payment server
hosted by the payment gateway.
•

The payment gateway forwards the transaction information to the payment processor used by the merchant's acquiring bank.

•

The payment processor forwards the transaction information to the card association (the card association routes the transaction
to the correct card issuing bank.

•

The credit card issuing bank receives the authorization request, verifies the credit or debit available and then sends a response
back to the processor with a response code (I.e.:: approved, denied)

•

The processor forwards the authorization response to the payment gateway

•

The payment gateway receives the response, and forwards it on to the website then relayed back to the merchant and cardholder.
This is known as the Authorization or "Auth".

Why Fintech needs Blockchain?
• It is an emerging industry that uses technology to improve activities in
finance.
• The biggest challenge a Fintech company face is trust.
• How to make people trust them, and how to make a safe and secure financial product?
• Banks and financial institutions have huge cash reserves using which they create secure
networks on which banking transactions take place.
• Fintech companies lack funds which restrict them from developing or procuring a highsecurity system.

• Blockchain is cheap in terms of development and also highly secure or
“trustless” as we call it.
• As Blockchain is a series of immutable blocks, this allows companies to track
the complete lifecycle of a financial transaction. Blockchain has given the
opportunity to create secure and safe financial products and bring innovation
in the financial sector.

• Blockchain has the potential to truly disrupt multiple industries and make
the processes more democratic, secure, transparent, and efficient.

• What makes Blockchain so powerful?
• The answer to this question lies in the two inherent properties of a Blockchain
— Decentralized and Distributed.

• For centuries we have trusted a third party for carrying out all our
transactions.
• All the data is centrally stored and these central parties majorly formed the
way economies work.
• Have you ever wondered what would happen if one or all of these third
parties went corrupt? It would create huge chaos in the society.

• With blockchain the data is centralized and there is no single authority.
• The blockchain potentially cuts out the middleman, giving back the power to
the owner of the assets — data or tokens carrying some financial value.

Blockchain in Businesses
Supply Chain Management

Supply Chain Management
• In business and finance, supply chain is a system of organizations,
people, activities, information, and resources involved in moving a
product or service from supplier to customer.
• Supply chain activities involve the transformation of natural
resources, raw materials, and components into a finished product
that is delivered to the end customer.
• In sophisticated supply chain systems, used products may re-enter
the supply chain at any point where residual value is recyclable.
Supply chains link value chains.

Supply Chain: Introduction
• The life cycle of a product is an intriguing one.
• The next time you’re buying something in the supermarket, think of what all
it went through to get in your hands.
• Think about where all the raw materials came from, who all transported the
raw material to production plant where it was created, and how it eventually
got packaged and ended up in the very shop where you are buying it right
now.
• Supply Chain management has always been critical to the success of any
business but has assumed huge significance in the face of current emerging
trends of home delivery of goods and products….

Supply Chain Management
• Supply chain management includes integrated planning as well as the
execution of different processes within the supply chain.
These processes include:
• Material flow
• Information flow
• Financial capital flow
• The management of the flow of goods, services, and information involving
the storage and movement of raw materials, building products as well as
full-fledged finished goods from one point to another are known as
“supply chain management”.
• But What are the problems in Supply Chain & How Blockchain can help?

Supply Chain Management
If you properly implement supply chain management, then you will:
• Increase sales
• Decrease frauds and overhead costs
• Improve the quality of improvisation
• Lead to accelerating production and distribution
• Reduce the cost and complexity of the manufacturing process,
especially when the process itself is extremely complex.

Problem #1: Hard to Track Down
• Consider the smartphone supply chain example.
• Most of the ingredients and components come from Asian markets
like China. As a consumer, you don’t really know the true value of the
products that you are using.
• Plus, the lack of transparency in modern supply chains is another
major issue. If you have a defective component in your phone, then it
is near impossible to pinpoint exactly where that defective piece
came from and who was the person(s) responsible for it.
• Its truly dangerous this lack of transparency can be.

Problem #2: Corruption
• The problem with running a complex supply chain is that you will need
to trust all the participants to do their job. You need to trust them to
deliver quality while following standard safety standards. However,
human beings are not really that trustworthy and are prone to
corruption.
NOTE: Before we go any further, let’s define “procurement” since we will be using it
quite a bit. Procurement is the process of getting the goods and/or services your
company needs to fulfill its business model.

• There are several instances of corruption that can seep into your
traditional supply chains.
• Somewhere in your supply chain, someone insists on getting a product
from a specific supplier, without looking at any other offers. When
confronted, they insist that only that supplier can meet certain
specifications, which may or may not be true.

Problem #3: Costs
• There are four main factors that shoot up the cost in traditional
supply chains:
• Procurement Costs
• Transportation Costs
• Inventory Costs
• Quality Costs

Problem #4: Globalization
• Globalization is the process by which your company becomes big
enough to have international influence or it starts operating on an
international scale.
• The globalization opens up several challenges to supply chain
management.
• Many companies need to run their supply chain through multiple
countries to procure different parts of their products. However, this
brings in a lot of over complications.
• Keep in mind that your suppliers are in vastly different geographic
locations which makes it really hard to co-ordinate and collaborate. In
other words, it is really hard to know whether they are actually
doing their jobs or not.

Supply Chain & BlockChain
• A blockchain is, in the simplest of terms, a time-stamped series of
immutable record of data that is managed by a cluster of computers
not owned by any single entity. Each of these blocks of data (i.e.
block) are secured and bound to each other using cryptographic
principles (i.e. chain).
• The 3 properties of the blockchain technology that is going to help
disrupt the supply chain management system are:
• Decentralization
• Immutable
• Transparency

Decentralization
• The problem with the current supply chain industry is that all the
suppliers and procurement officers inadvertently become their own
silos of information.
• There is nothing that is going to tell us with 100% assurance that the
information that these people are sending is 100% authentic or not.
• However, the blockchain breaks down this very concept of silos.
• When all these different entities, all over the world are connected by
this chain, there is no longer any question of data isolation.
• All the data that would have stored in them is not being shared by
everyone on the blockchain.
• Ok, so even if they don’t own the data, what is stopping them from
tampering with it?
• Let’s look into other property of Immutability.

Immutable
• A blockchain is a distributed database that maintains a continuously
growing list of ordered records called blocks.
• The blocks in the blockchain are cryptographically connected. Hence
the chance of modification is very less.

Immutability
• Immutability basically means non-tamperable. Any data that you put inside
the blockchain cannot be tampered with.
• Can you imagine how valuable this will be for supply chain management?
• It is impossible for anyone to tamper the financial records and to justify
extra payments once they have entered the data inside the blockchain.
• The reason why the blockchain gets this property is that of cryptographic
hash functions.
• In simple terms, hashing means taking an input string of any length and
giving out an output of a fixed length. In the context of cryptocurrencies
like bitcoin, the transactions are taken as an input and run through a
hashing algorithm (bitcoin uses SHA-256) which gives an output of a fixed
length.
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#3 Transparency
• One of the most interesting and misunderstood concepts in the
blockchain technology is “transparency.”
• Some people say that blockchain gives you privacy while some say that it is
transparent. Why do you think that happens?
• Well… a person’s identity is hidden via complex cryptography and represented
only by their public address.
• So, if you were to look up a person’s transaction history, you will not see “Bob
sent 1 BTC” instead you will see “1MF1bhsFLkBzzz9vpFYEmvwT2TbyCt7NZJ
sent 1 BTC”.

• Every single operation that will ever take place in your supply chain
will be recorded in the blockchain for everyone to see.
• We can imagine that this level of transparency can do to your
business? Everyone will be forced to be accountable for their actions

Characteristics of Blockchain
 Decentralized database: Each participating partner has access to a distributed database in its entirety at all times.
No single party controls the database, which every party can verify or regenerate if required without having a central intermediary.

 Shared and distributed accounting ledger: These ledgers can be public, private, or semi-

public/private. Ledgers can be shared amongst participants with privacy. In permissioned blockchains, participants can see the
transactions fully with permission and still maintain anonymity. The ledger entries are time ordered and computationally and
cryptographically architected to ensure permanence, and the ledger itself is widely replicated.

 Software development platform: A software development platform makes use of APIs, peer-to-peer

networks, and public, private, or hybrid networks. Transactions are programmable since the underlying ledger is digital in nature, which
leads to intelligent and programmable contracts and contract enforcements.

 Cloud computing: Blockchain systems frequently involve the use of cloud computing platforms. Cloud computing

platforms offer the potential to use large amounts of resources in relation to data storage and also the ability to bring flexible and scalable
processing resources to the analysis of data.

 Peer-to-peer network: In these networks, participating nodes communicate with each other directly and without a
central or intermediate node or entity.

 Wallet: A secured data store of access credentials of a user and related information, which includes user IDs, passwords,
certificates and encryption keys.

Supply Chain Management: Overview
The problem with the current supply chain
industry is that all the suppliers and procurement
officers inadvertently become their own silos of
information.
There is nothing that is going to tell us with 100%
assurance that the information that these people
are sending is 100% authentic or not.
However, the blockchain breaks down this very
concept of silos.

Why not just use a shared relational database? (Mike Hearn, 2016)
• Who would run this database?
• In which countries would it be hosted?
• What would stop that country abusing the mountain of sensitive information it
would have?
• What if it were hacked?
• Can you actually scale a relational database to fit the entire financial system?
• How would you manage access control?

Blockchain Property
• Public Verifiability
• Transparency
• Privacy
• Integrity
• Redundancy
• Trusted

Applications of Blockchain
• Bitcoin : It is a cryptocurrency and a payment system invented by an
unidentified programmer, or group of programmers, under the name of
“Satoshi Nakamoto”. Others are Ethereum, Ripplecoin, etc.
• Authentication System.
• Namecoin for identity system.
• Medical Record Management System.
• Land record Management system.

How to choose the existing implementation
• Ethereum - Supports the Decentralized application but consensus are PoW, PoS and
PoA.
• Hyperledger - Supports permissioned blockchain and consensus based on Byzantine.
• Hashgraph - It is public distributed ledger and follows the asynchronous Byzantine
Fault Tolerance (aBFT) consensus. It does not need miners to validate transactions and
uses directed acyclic graphs for time sequencing transactions without bundling them
into blocks.
• IOTA - For lightweight environment.
• ZCash - For secure transaction

BlockChain: Research Direction
• Make blockchain lightweight - with lightweight probabilistic distributed consensus algorithm.
• Can we contain the growth of the blockchain by achieving similar security as provided while growing? This
is for the storage constraints.
• How to ensure the privacy of the light nodes?
• How can we control the mining by the high infrastructure nodes?
• What are the possible zero-day attacks on the blockchain implementation?
• Applications - how to apply this for the dynamic network?
• Can we control the insider attack using blockchain?
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